SAMPLEBANK
CIPIDENTIFICATION VERIFICATION RECOMMENDATIONS

Documentary Verification

Review an available identification document (preferably a government issued photo ID) from the list of Acceptable

| dentification.

» ExaminethelD carefully! Compare signatures, addresses, spelling of name, and other datato information provided
by the customer to ensure consistency.

» Photo IDs should be examined using the guidelines detailed in BankersOnline's PLEASE system:

P - Picture, compare carefully to individual presenting ID

Logos/ Holograms are found on the ID and locate the license number

- Expiration Date, out of date meansit isnot avalid ID

- Age, compare date of hirth to the age of the individual presenting ID

- Signature, compare |D signature to that on item presented

- Bvidence of Tampering, review carefully for possible aterations

Compare identification document to current official samplesincluded in the ID Checking Guide
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Non-Documentary Verification

Note: If positive verification produces no record of the customer, the account shall not be opened, even if negative and
logical verification show no problems.

Logical

Address - determine if address is a mail drop site (mail box vendor, hotel or motel, prison, dormitory, etc.) using the
Internet search engine on www.crimetime.com

Address - locate the address using an Internet map feature (such as found on www.yahoo.com , www.mapquest.com, or
www.ffiec.gov/geocode/default.ntm ) to determine if the address exists or use an reverse lookup website such as
www.crimetime.com Black Book Online to determine the person or entity currently listed at the address.

Telephone Number - Use areverselookup website such aswww.crimetime.com Black Book Onlineto identify the person
or entity currently tied to this telephone number. Cell phones or unlisted numbers will not be noted on this website.
Out of Market - Does the customer live or operate in our geographical area? If not, why would the customer want an
account with our institution?

Socia Security Number - Determine if the year and place of birth for the individual logically support the SSN provided
by the customer using the Camel's Eye program or the website www.searchbug.com .

Positive

Obtainacredit report fromthe bank's credit bureau vendor and compareinformation found on the report to theinformation
provided by the customer (TIN, address, previous bank relationships, etc.) to identify potential discrepancies.

Obtain UCC searches and real estate and judgment searches on the person or entity from the jurisdictions of residence or
business operations.

Contact the customer using the mailing or physical address, telephone number and/or e-mail address obtained from the
customer.

Verify business organizations and licensing via Internet sites such as www.searchsystems.net

Negative

Request a bad check database report (ChexSystems, Telecheck, etc.) from the bank vendor to determine if the new
customer isincluded in the database.

Input the customer name into the bank’s vendor for fraud database queries (E-Funds Fraud Finder, Bankers Systems
WatchDog, Bridger's Systems Guard Dog, etc.) to determine if the new customer isincluded in the database.

IMPORTANT NOTE! Contact the BSA Officer to determine if a Suspicious Activity Report
should befiled for failure of any of the verification processes.
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